1.1.1 Security

OGSA security architectural components must support, integrate, and unify popular security models, mechanisms, protocols, platforms, and technologies in a way that enables a variety of systems to interoperate securely. A preliminary OGSA Security Architecture document, developed within GGF’s OGSA-Sec working group, seeks to address these goals in a manner consistent with the security model that is currently being defined for the Web services framework. An associated OGSA Security Roadmap document enumerates the security related specifications that will be needed to ensure interoperable implementations of the OGSA Security Architecture.

The security of a Grid environment must take into account the security of various aspects involved in a Grid service invocation, as depicted in Figure 2 and discussed in the following.

As discussed in §3, a Grid service can be accessed over a variety of protocol bindings. Given that bindings deal with protocol and message formats, security functions as confidentiality, integrity, and authentication fall within the scope of bindings and thus are outside the scope of the OGSA Platform proper. 

Each participating end point can express the policy it wishes to see applied when engaging in a secure conversation with another end point. Policies can specify supported authentication mechanisms, required integrity and confidentiality protection, trust policies, privacy policies, and other security constraints. When invoking Grid services dynamically, end points may need to discover the policies of a target service and establish trust relationships dynamically. (See §5.13 for more discussion of policy.)
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Figure 2: Security services in a virtual organization setting

Once a service requestor and a service provider have determined each other’s policies, they can establish a secure channel over which subsequent operations can be invoked. Such a channel should enforce the mutual agreed qualities of protection including identification, confidentiality, and integrity. The security model must provide a mechanism by which authentication credentials from the service requestor’s domain can be translated into the service provider’s domain and vice versa. 

This translation is required in order for both ends to evaluate their mutual access policies based on the established credentials and the quality of the established channel. 

1.1.1.1 List of detailed services

Thus the OGSA’s security model must address the following security disciplines: authentication, confidentiality, message integrity, policy expression and exchange, authorization, delegation, single logon, credential lifespan and renewal, privacy, secure logging, assurance, manageability, firewall traversal, and security at the OGSI layer. We can expect that existing and evolving standards will be adopted or recognized in the Grid security model.
The relationship between a requestor, service provider and many of the security services is depicted in Figure 2. Note that both requester and service provider are always subject to the security policies dictated by their respective administrative domains. Furthermore, Virtual Organizations can have their own security policy that can enable the sharing of the submitted resources, but the associated rights will always be capped by the overruling resource-local policy. For many Grid applications, the resource owners and the individual requesters will not “know” each other as they live in different administrative domains while their interactions are dynamically discovered and brokered by scheduler services and such. This implies that trust has to be dynamically established through introductions, and the concept of the Virtual Organization is seen as an important tool to build these dynamic trust relationships.

All security interfaces used by a service requestor and service provider need to be standardized within OGSA. Compliant implementations will be able to make use of existing services and defined policies through configuration. Compliant implementations of a particular security related interface would be able to provide the associated and possibly alternative security services.

