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“Multi-grid applications require some common method for specifying and moving data. Many possibilities could be pursued in this area, ranging from grid filesystems to high-performance transport, replication, or catalog approaches. At this point in time, based on experience with applications at SC05 and in general during 2005, the key interoperation area to be pursued will be to support a basic method for data specification (i.e. location of data) and movement. Most grid efforts plan to support the SRM standard, which is transport-independent however most SRM use is expected to be in conjunction with GridFTP. GridFTP is widely supported.”

Users of Grid resources may need to transport many terabytes of data to and from the local site where computation is done. In some cases data placement  is most efficiently done as a separate process from job submission and execution and must be stored for a specific life time local to the computing engine. 

Interoperability between infrastructures can occur at many levels: Protocols, Interfaces, APIs and others like schemas, ontologies. 

We will focus initially on data movement to occur across administrative domains, we will then address data storage and management. At  present full data replication and cataloging is usually the domain of the application. We need to understand access and policy control interoperability. The requirements and interfaces are an area for future discussion. 

Data Movement

GridFTP (https://forge.gridforum.org/projects/gridftp-wg/) has the broadest acceptance as a data movement protocol. We propose data movement using GridFTP as the interoperability point for data movement between grids.  The most common implementation of this protocol is the one from the Globus Toolkit, but other implementations do exist, such as the Fermi Lab implementation associated with their storage system, the GridFTP lite used internally by Condor and the .NET implementation from the University of Virginia.  As long as the implementation is compliant with the published specification (GFD.020) then interoperability should be possible. what others here?
Each grid has probably already developed interfaces/API’s (i.e., clients) for interacting with a server speaking the GridFTP protocol and changing that gains nothing in terms of interoperability, so we make no recommendations on that front.

Several test applications exist that can test the interoperability of implementations and services across arbitrary sites. We propose to use the Globus demonstration program used for Grid2003 (ref?) as an initial demonstration.   Bill… what demo programs do you have?

Access to Managed Storage

The EGEE and OSG infrastructures have standardized on the SRM (http://sdm.lbl.gov/srm-wg/ ) interface to provide a common API to different implementations and services for the management of persistent and transient data storage areas. This API enables the reservation of space, lifetime management of the area, and “pinning” of data on disk fronting backend mass storage systems. 

The WLCG Service Challenges (http://lxgate24.cern.ch/GRIDVIEW/) are specific examples of applications that have tested multi-grid interoperability of such implementations. On OSG the SRM tester from LBNL (ref) enables testing of each implemented API for compatability.

We plan to extend the use of the SRM tester across the grid domains participating in the multi-grid interoperability work. 

Grid File Systems

To be added..

Data Management

There are several (many?) VO independent systems that manage data replication, name spaces, and cataloging across grid domains include the Globus RLS (http://www.globus.org/toolkit/data/rls/ ) service, Storage Resource Broker (http://www.sdsc.edu/srb/ ), HEP SAM system (http://projects.fnal.gov/samgrid/), LIGO LDR (http://www.lsc-group.phys.uwm.edu/LDR/) 
We plan to survey these applications to discover what components and services might be most informative as a target for specific interoperability demonstrations. 

Appendix Details of Requirements for Moving data between 2 Grid Sites

Practically, in order to achieve the ability for a scientist to move data between any two given servers irregardless of the Grid (security domain) in which they exist, here are the things that need to happen:

1. a protocol compliant client and/or server must be able to address the storage needed.  I.e., if the goal is to move a file that is on your local hard drive, a client or server must be installed that can read/write your local hard drive

a. Grids who want to be interoperable must deploy and configure appropriate clients and servers.


2. appropriate security configurations must be in place.  Typically this means that both source and destination trust the CA that issued the users certificate, appropriate host certificates are in place and the user has a valid X-509 certificate.  We note that there may be other requirements as well, and that this falls within the domain of the security group.

a. Grids who want to be interoperable must deploy and configure the security systems as recommended by the security group.


3. Firewalls must allow the necessary connections to be made.  This will require an inbound connection on port 2811 and inbound connections to an ephemeral port range (recommended to be 50,000 through 51,000) if the server will allow downloads (it is writing a file).  Note that if the server is purely a source, such as a public server for an experiments data, it does NOT need to allow inbound connections in the ephemeral port range.

a. Grids who want to be interoperable must configure any intervening firewalls to allow inbound connections on port 2811 and, if they allow writes, some ephemeral port range, recommended to be 50,000-51,000.  They could choose to restrict the incoming IP addresses allowed, but in reality, this is likely to be impractical and they will have to allow inbound connections from anywhere.  Note that ALL connections, including the data connections are (unless configured otherwise) strongly authenticated, so there is actually a much reduced security risk.

Appendix: Possible Longer Term Data Movement Interop Goals
This is a placeholder for possible areas for looking at intereoperability:

1. Standardize the WSDL used to invoke data movement (irregardless of the underlying transport protocol).  There is a BOF trying to start a WG to do this, but it will not be complete by SC.  Also note that this will impact SRM, since this would replace srm_copy.

2. Develop and standardize a service for dynamically opening firewalls.  This would remove the requirement to leave large numbers of ports open.  The idea is that a signed, trusted service, could negotiate with the firewall on the fly to open the specific port for use by specific IP addresses.  This would use standard lifetime management techniques (request the opening for a specific period of time, extend it if necessary, preferably explicitly close it when done, but if not, it closes when the lease expires).

Appendix Information on Installations and Configurations for Grid Accessible Managed Storage

EGEE: http://egee-jra1-dm.web.cern.ch/egee-jra1-dm/doc.htm 

LCG: https://gus.fzk.de/pages/docu.php 
OSG: http://osg.ivdgl.org/twiki/bin/view/Provisioning/StorageElementAdmins 
TeraGrid:

NareGI: 

