Comments on Firewall Traversal Protocol (FiTP)

2011-12-13, Freek Dijkstra

1. I would strongly recommend to add a section on related work. While this is -as far as I know- the only Firewall traversal protocol, there certainly are existing NAT traversal protocols (the process is often called "NAT hole punching"). 

Some of these protocols are stateless (which is unrelated to this protocol), but some have explicit control signals, and some explicitly mention firewalls as well. DONE. See chapter 10
The introduction section of RFC 5128 gives a good overview of the different protocols (even though the rest of that RFC is focussed on stateless solutions, unlike FiTP). This RFC is related to NATs only. See comments below.
The related work section should at least mention: 

* Stiemerling, M., Tschofenig, H., Aoun, C., and E. Davies, "NAT/Firewall NSIS Signaling Layer Protocol (NSLP)", RFC 5973, October 2010. http://tools.ietf.org/html/rfc5973
As well as related RFCs by the NSIS working group 
(http://www.ietf.org/wg/concluded/nsis.html): RFC 4080, RFC 5971, and RFC 5981 (Note: I've only just become aware of this work after following some references, but it seems similar to FiTP!) DONE. See chapter 10
The following standards may or may not be applicable (I leave it up to the authors to decide on that): 

* Cheshire, S., Krochmal, M., and K. Sekar, "NAT Port Mapping Protocol (NAT-PMP)", Work in Progress (?), April 2008. http://tools.ietf.org/html/draft-cheshire-nat-pmp
* Rosenberg, J., Weinberger, J., Huitema, C., and R. Mahy, "STUN - Simple Traversal of User Datagram Protocol (UDP) Through Network Address Translators (NATs)", RFC 3489, March 2003. http://tools.ietf.org/html/rfc3489
* UPnP Forum, "Internet Gateway Device (IGD) Standardized Device Control Protocol V 1.0", November 2001. http://www.upnp.org/standardizeddcps/igd.asp Those standards and related works are not applicable since they are addressing “Network Address Translators” (NATs). Firewalls are able to do network address translation also, but the protocol which is described here is focusing on a different kind of problem. With NATs there is the problem that the client behind a NAT has an IP address dynamically provided and which is rewritten (most often randomly) when communicating with outside hosts. So the problem here is that you have to know which is the internal –  external address relation. Firewalls provide or deny access to a well known address. This is a fully different problem. 
2. I would like to see some pictures in the document. In particular two pictures on the two deployment scenarios (with and without a FiTP-aware firewall) would be helpful, showing the FiTP control connection, some (proprietary) protocol between host and firewall and the data flow through the firewall.   DONE. See chapter 5  
3. A (picture of) a state diagram might be useful, although I have to say that the description of result codes is already pretty extensive. At least, it would give the reader a quick idea on the different states. DONE. See chapter 7
4. Section 8 registers port number 4711 for the FiTP protocol. Please register this protocol with IANA at http://www.iana.org/cgi-bin/usr-port-number.pl  (note that IANA has changed their procedure in Summer 2011 to accommodate for SRV registrations without specific port number, this is still the old form. It still seems to work though.) Port 4711 is still unassigned according to http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt  A Port will be registered in case the document becomes an official RFC document. This is an example port only. (see chapter 7: “(Instead of 4711 an official port number, preferable within the “well known ports” range below 1024,  should be used, agreed on and registered later)”

5. The abstract mentions a "smooth transistion" from a scenario with the end point of an FiTP control connection at (a) a external host to (b) the firewall itself. It is unclear to me how this is "smooth": does the initiator of a FiTP control connection need to know about the end-point? If it is aware of this, and the end-point changes, then this does not seem transparent to me. Perhaps I missed the transition scenario, but otherwise, it may be useful to elaborate on this issue. Changed last paragraph of abstract to make clear what the protocol is about.
6. Please specify the license for the Perl program in chapter 7. For example, all IETF documents contain the following note:  “Code Components extracted from this document must include Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are provided without warranty as described in the Simplified BSD License.”  I addressed this in the text of chapter 6 including a disclaimer within the program code.
Also, the Perl sample program uses a "FiTP" perl module, as mentioned in section 2.4. Is that module also available, and if so, where and under what license? No, not officially available. It is only a test version without any error handling yet.
7. The front page does not follow the guidelines as set forward by GFD.152 (Unfortunately, most GFD documents fail in this respect). Please see the updated templates at http://forge.gridforum.org/sf/docman/do/listDocuments/projects.ggf-editor/docman.root.author_guidelines_and_templates
a. The Status should be or "Grid Working Document (GWD) Recommendations track (RP)" or "Grid Final Draft (GFD) Recommendations track (RP)". (don't ask me what RP really means; I've also seem other terms for GWD and GFD.) Document GFD.152 states to name it GWD-R-P, which means, as I assume, “Recommendation Proposed”. So I assume that it will be renamed later by the OGF editor to GFD-nnn.
b. The Copyright Notices should be "Copyright © Open Grid Forum (2008-2011).  Some Rights Reserved.  Distribution is unlimited." In chapter 17 (now chapter 19), the "All Rights Reserved." should be changed to "Some Rights Reserved." Document GFD.152 states: “All Rights Reserved”. I will point the OGF editor to this. Then he can decide what the correct text is here.
c. The Trademark is not applicable to this document and should be removed. DONE
8. There are some minor layout issues, e.g. the indentation in section 5.6.  DONE. I changed this paragraph to show client messages and possible server responses only. The intention has been to show the dependencies between messages by adjusting text to the right if a message can be sent only when having sent other messages before. E.g. you can send GRANT messages only if you have exchanged keys and have been authenticated and authorized. Since this can also be seen via the new flow diagram, I skipped this. Now you can see client messages in green, server acknowledgements in blue and server NACKS in red. I think this really improves readability and understanding. Thanks a lot for this hint.  See chapter 4.6.2 now
9. Some sentences could perhaps be improved. If you have the Word source, I am happy to go through the Abstract and Introduction for some suggestions. 

It’s your turn.  (;-) I would be very happy if you could have a look into this. In the meantime:  DONE
General comments (not on the proposed protocol, due to limited knowledge in the area) by Wolfgang Ziegler 2011-12-18 15:52:11
1. The language could be improved throughout the document, I would suggest proof reading by a native speaker or by someone with good English writing skills. See comment ( 9.) by Freek Dykstra above
2. As the other comment says some pictures would be beneficial. In addition to those already mentioned I think sequence diagrams would be helpful for people that will implement the protocol later. I am not sure if the changes I made are enough. If you think I should provide some more pictures, please let me know. I think a further sequence diagram showing the server behavior is not needed. It duplicates the client diagram in most parts. Of course the server has to be programmed to allow multiple sessions in parallel, has to have status information for every individual session and should handle those sessions independently, but it would be complicated to put this into a state diagram.  See comments in chapter 7.  
3. The section called History is providing the motivation for FiTP to some extent. I suggest to improve this aspect and then rename the section accordingly. Since a lot of those aspects are highlighted throughout the document, I tried to improve the chapter a little bit only and renamed it to:  “Firewalls and Grids – Securely managing dynamic INTERNET access”. See chapter 2.2
4. You should clarify the meaning of "should", "shall", "must" etc. A section on notational conventions referring to RFC 2119 would be helpful. DONE. See chapter 2.1
5. Of course, as the mentioned in the other comment adding references to related work in the area with some information why FiTP is needed nevertheless e.g., shortcomings of the other solutions, would increase the significance of the document. However, I would rather see a detailed discussion of related work in the experience document later. See comment ( 9.) by Freek Dykstra above
6. Regarding the authors section: it is not clear for me whether this document has been written (and edited) by Ralph alone or written with participation of working group members and edited by Ralph. In the second case I think it would be good to add names of the main contributors. The protocol was developed and the document written by me alone. The text “Editor” on the right side of the header line on page one is an artifact of another old OGF document (copy and paste has sometimes its negative drawbacks (;-). Thanks for pointing on this. I delete it. 

7. Regarding the acknowledgement section: the area director of the security area is Jens Jensen and Cees de Laat is no longer area director of infrastructure. Corrected by adding “former” to David and Cees. See chapter 13
Posted by Wolfgang Ziegler: 2011-12-19 06:08:06Post scriptum

I forgot to add a remark on the overall utility of FiTP:
I appreciate the approach of dynamically configuring firewalls using a signalling protocol given my experience how tedious, error-prone and time consuming it is to achieve a suitable and working set-up of firewalls when resources of multiple Grids operated in different administrative domains are used and should be made accessible for applications, e.g., exchanging data or messages. So nothing to change here. Thanks for the valuable comments.
